OpenClaw Azure SKkills

Alpha
2026-03-20

Azure

AzCopy SKill | Azure CLI Skill | Azure TTS Skill



11

2. Skills

2.1



34 B LS TSROSO 12
TSP RRPTORN 12
ettt ettt 13
B ettt 13

—  OPENCIAW et 13

4.1 ( ) JES OO 13

4.2 DEVICE COOER ettt bbbt bbb bbbttt bbbttt 14

.................................................................................................................................... 14
............................................................................................................... 14
OPENCIAW s 14

TSRS 15
AZUFE CLESKIIl ettt 15
AZCOPY SKIll e neas 15

OPENCIAW ettt ettt 16

4.4 (D PO 16

45 1 TSRS 16

......................................................................................................................................................... 17

L TSP 17
TP RSS RPN 17
2 e et et he R et R et et R EeeEe et en et et et reereare e 17
0 ST ESS PR PUSURPURPRPRRIN 17
O T SOSET USSP ST PRTPRTPRURURRTN 18
L 2RSSR 18



D 3 et 19

CAZCOPY SKIll ettt bbbttt 19
B. L e ———————————————— ettt 19
6.2 AAZCOPY ettt bbb h R R R b bR bR R bt e bbbttt 20
6.3 27 o o 0TSSR 20
8.4 ARttt 20
L5 21
8.8 ARttt 21
6.7 BlOD .t 21
6.8 SAS TOKEN  ACCOUNT KBY ...oviiiiiiiiiisieiee ettt 21
6.9 AZCOPY bR E et R et E ettt ne b 21

CAZUNE CLESKIIL bbbttt bbbttt 21
7.1 ] I PSPPSRSO 22
T2 bRttt 22
5 OSSR 22
OSSPSR 22
7425 ST S 23
5 OSSR 23
72 2SRRI 23
AZUIE TTS SKill bbbttt bbb bbbttt 23
S OSSOSO 24
S 7SS 24
S 5 TSRS 24
G 3SR 24

B D e 25



BB TS et 25

......................................................................................................................................................... 25

LS TSP 25
LS 2SR 25
LS 5 TSP 26
LS S OO 26
LS R TR TS PSR TOTT 26
1TSS 26
10.1 Skill OPENCIAW ettt 26
L0, 2 ettt 26
10 PSPPSR 27
L10.4 DEVICE COUR oot £ bbb bbbttt 27
L0, D ettt re e 27
10.6 AZCopy 403  ACCESS DENIEA........cooiceisceesee et 27
FO.7 AZCOPY bR bR bbbttt 27

B0.8 TS s 28



Microsoft Azure

OpenClaw Azure SKill

Skill

" Azure



Azure TTS Skill (SPEECH_KEY + SPEECH_REGION)

2. Skills

2.1
e OpenClaw
. Windows 10/11 Windows Server 2016+  Linux (Debian/Ubuntu )
. Azure
e AzCopy Skill azcopy https://learn.microsoft.com/zh-

cn/azure/storage/common/storage-use-azcopy-v10#download-a-portable-binary
e Azure CLI Skill az (Azure CLI)

https://learn.microsoft.com/zh-cn/cli/azure/install-azure-cli?view=azure-cli-latest

2.2 Skills  OpenClaw Workspace

Skills OpenClaw workspace  skills OpenClaw
Skill
1 OpenClaw Workspace
OpenClaw  workspace OpenClaw OpenClaw

| %USERPROF ILE%\ .openclaw\openclaw. json

2 Skill workspace  skills

Skill workspace skills

Windows (PowerShell)

# <workspace> workspace

Copy-Item -Path ".\Azure_CN_Skills\Azure_CN_AzCopy_Skill" -Destination
"'<workspace>\skilIs\Azure_CN_AzCopy_Skill" -Recurse

Copy-lItem -Path ".\Azure CN_Skills\Azure CN_CLI_Skill" -Destination
"'<workspace>\skills\Azure CN_CLI_Skill" -Recurse



Copy-lItem -Path " .\Azure_CN_Skills\Azure_CN_TTS_Skill" -Destination
"'<workspace>\skilIs\Azure_CN_TTS_Skill" -Recurse

Linux (bash)

# <workspace> workspace

cp -r ./Azure_CN_Skills/Azure_CN_AzCopy_Skill <workspace>/skills/
cp -r ./Azure_CN_Skills/Azure_CN_CLI_Skill <workspace>/skills/
cp -r ./Azure_CN_Skills/Azure_CN_TTS_Skill <workspace>/skills/

workspace  skills

<workspace>/
skills/
Azure_CN_AzCopy_Skill/
Azure_CN_AzCopy_Skill.py - (Python)
SKILL.md - (OpenClaw )

Azure_CN_CLI_Skill/
Azure_CN_CLI_Skill.py
SKILL.md

Azure_CN_TTS_Skill/
Azure_CN_TTS_Skill.py

SKILL.md
3 Skill

Skill
SKILL.md Skill OpenClaw
py Skill  Python OpenClaw
SKILL.md

. Skill ( Azure )

. ( - device code - )

. ( TTS )
OpenClaw Skill SKILL.md

Python



2.3 OpenClaw

OpenClaw Gateway

openclaw gateway stop
openclaw gateway start

2.4
OpenClaw
| AzCopy
OpenClaw azure_azcopy_check_tools()
Azure CLI Skill
| Azure CLI

Azure TTS SKkill

| T8

2.5 Skill

Skill

AzCopy Skill — 19

azcopy

Skills

az



az

Linux az CLI

TTS Skill — 6

SPEECH_KEY / SPEECH_REGION

3. — Azure
Azure (portal.azure.cn) OpenClaw
3.1 ( )
Azure Azure VM OpenClaw
1 Azure

https://portal.azure.cn

2 OpenClaw

1.

2. OpenClaw VM
3

1. VM

2. (Identity)



5.
6.
7. ( )ID— GUID
8. Azure
4 Object ID
( )ID
. ( )ID  XXXXXXXK=XXXK=XKXX XXX = XXXXXKXXKXXXK
3.2 Device Code ( )
Device Code Azure
o Azure

https://login.partner.microsoftonline.cn/common/oauth2/deviceauth

3.3
Azure AD
1
1. https://portal.azure.cn
2. Azure Active Directory ( Microsoft Entra ID)
3.



1. OpenClaw-Skills ( )

d ( )ID — AZURE_CLIENT_ID / AZCOPY_SPA_APPLICATION_ID

d ( )ID — AZURE_TENANT_ID / AZCOPY_TENANT_ID

3. OpenClaw Skills Key

4. 180 1

6. —

7. AZURE_CLIENT_SECRET / AZCOPY_SPA_CLIENT_SECRET

3.4 TTS

Azure TTS SKkill Azure

1. https://portal.azure.cn

3. Speech

4, (Microsoft)



3. 3 (chinanorth3) —
4, ( openclaw-speech)

5. FO( 50 ) SO

1( 2) SPEECH_KEY

/ SPEECH_REGION (

chinanorth3)

Portal Token Skill

Token

4. —  OpenClaw

Azure OpenClaw

4.1 ( )

OpenClaw Azure VM

| Azure

| Azure CLI



| AzCopy
OpenClaw

| | MySubscription (XXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX)

Azure CLI

managed identity AzCopy

4.2 Device Code

Azure VM Device Code
OpenClaw
| device code Azure CLI
| AzCopy
OpenClaw

https://login.partner.microsoftonline.cn/common/oauth2/deviceauth

ABCD1234
1.
2. ( ABCD1234)
3 Azure
4. L1 L1
OpenClaw

OpenClaw



| device code
OpenClaw

| Azure China device code

Device Code 15

4.3

3.3

Azure CLI Skill

Windows (PowerShell)

e

$env:AZURE_CLIENT_ID

$env:AZURE_TENANT_ID = "<

$env:AZURE_CLIENT_SECRET = "<
Linux (bash)

export AZURE_CLIENT_ID="< (

(
export AZURE_CLIENT SECRET="<

export AZURE_TENANT ID="< ) ID>"

AzCopy Skill

AzCopy CLI

Windows (PowerShell)

$env:AZCOPY_SPA_APPLICATION_ID = "<

(
$env:AZCOPY_SPA_CLIENT SECRET = "<

(

$env:AZCOPY_TENANT_ID = "< ) ID>'

Linux (bash)

export AZCOPY_SPA_APPLICATION_ID="<

(
export AZCOPY_SPA_CLIENT_SECRET="<

(

export AZCOPY_TENANT ID="< ) ID>

AzCopy

MySubscription (XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX)

OpenClaw

) ID>"

) ID>"



AZCOPY_SPA_APPLICATION_ID
AZCOPY_TENANT_ID

AZCOPY_SPA_CERT_PATH .
AZCOPY_SPA_CERT_PASSWORD -

OpenClaw
OpenClaw
Azure CLI
AzCopy
Azure CLI
AzCopy
OpenClaw
4.4 ( )
OpenClaw
| Azure
OpenClaw
1. — Azure VM
2. Device Code —
3.
4.5 TTS

Azure TTS SKkill

Windows (PowerShell)

$env:SPEECH_KEY = "< >t
$env:SPEECH_REGION = *chinanorth3"

Linux (bash)

export SPEECH_KEY="'< >
export SPEECH_REGION="chinanorth3"




OpenClaw

TTS
OpenClaw
Speech
chinanorth3
Azure RBAC ( )
5.1
( )
1
1. https://portal.azure.cn
2. ( )
2
1. (IAM)
2.
3.
3
Blob Storage Blob Data Contributor Blob
Blob Storage Blob Data Reader Blob

Virtual Machine Contributor




Reader

Contributor

OpenClaw VM

(Device Code

3.3

5-10

)

(

OpenClaw-Skills)




5.2 az CLI

OpenClaw  Azure CLI Skill (

Storage Blob Data Contributor

mystorageaccount myresourcegroup

az role assignment create \
--assignee "<Object ID 1D>" \
--role "Storage Blob Data Contributor™ \

--scope "'/subscriptions/< I1D>/resourceGroups/<

>/providers/Microsoft.Storage/storageAccounts/< >

5.3

e AuthorizationFailed

* AuthorizationPermissionMismatch
* 403 Forbidden

* Access Denied

e Insufficient privileges

BG1 ) CLI(5.2 )
6. AzCopy Skill
AzCopy Skill Azure
6.1
AzCopy Skill Azure
Blob https://< >_blob.core.chinacloudapi.cn/< >/< >

https://< >_file.core.chinacloudapi.cn/< >/< >



Azure .blob.core.windows.net Skill

6.2 AzCopy

AzCopy Skill Azure CLI Skill
1.
2. Device Code ( )
3.
AzCopy
| AzCopy
| AzCopy

Device Code

| device code AzCopy

4.2

| AzCopy

| AzCopy

6.3 Blob

| mystorageaccount mycontainer

| https://mystorageaccount.blob.core.chinacloudapi .cn/mycontainer

6.4

C:\data\report.pdf mystorageaccount mycontainer

/home/user/backup.tar.gz https://mystorageaccount.blob.core.chinacloudapi .cn/backups/



6.5

mystorageaccount mycontainer report.pdf C:\Downloads\

https://mystorageaccount.blob.core.chinacloudapi.cn/mycontainer/data.csv

6.6

| C:\data mystorageaccount sync-container

6.7 Blob

| mystorageaccount mycontainer old-backup.tar.gz

6.8 SAS Token  Account Key

SAS Token  Account Key

account key mystorageaccount key XXX . -

SAS token

https://mystorageaccount.blob.core.chinacloudapi.cn/container/file.txt?sv=2022-11-
02&ss=b&srt=co&sp=rl&se=...&sig=...

6.9 AzCopy

Storage Blob Data Reader

Storage Blob Data Contributor

Storage Blob Data Owner

5.1

7. Azure CLI Skill

Azure CLI Skill Azure (AzureChinaCloud)

az --query



7.1 CLI

| Azure CLI

| Azure CLI
Device Code

| device code Azure CLI
| CLI device code

| Azure CLI

7.2

Azure

7.3

myvm myrg)
myvm

myvm

myrg

7.4

mystorageaccount

mystorageaccount



7.5

,0,0.0.0.0.0.0,60.0,.0.0.6.0.0,.0.C0 00,0, 60,0,0.0.0.0.0.0,0,0,0,0.4

MySubscription

7.6

Azure CLI SKkill az

az network vnet list -o table

az acr list -o table

7.7

| Azure CLI

8. Azure TTS Skill

TTS (Text-to-Speech) Skill

Skill SPEECH_KEY  Azure Token Bearer Token

Token https://.api.cognitive.azure.cn/sts/v1.0/issueToken

https://.tts._speech.azure.cn/cognitiveservices/vl

https://.tts.speech.azure.cn/cognitiveservices/voices/list

Azure " " Token Skill Token



8.1

1. ( 34 )

2. SPEECH KEY ~ SPEECH_REGION ( 45 )
8.2

OpenClaw

| TS
OpenClaw
8.3
" OpenClaw"

Hello, welcome to OpenClaw

8.4

Azure TTS SKkill

zh-CN-XiaoxiaoNeural

zh-CN-YunjianNeural

zh-CN-YunxiNeural

zh-CN-YunyangNeural

zh-CN-XiaoyiNeural

en-US-

AvaMultilingualNeural

en-Us-

BrianMultilingualNeural

ja-JP-NanamiNeural




| zh-CN-YunjianNeural

8.5
86 TTS
" SPEECH_KEY  SPEECH_REGION"
4.5 OpenClaw
" token "
1. SPEECH_KEY ( )
2. SPEECH_REGION ( chinanorth3 China North 3)
3. https://chinanorth3.api.cognitive.azure.cn
9.1
e Azure VM OpenClaw
. Device Code
9.2

° Reader Contributor



9.3

. ( 1)
94 TTS

e Speech API

. Speech
9.5

. OpenClaw

. Azure NSG ( )

. Azure

10.

10.1 Skill OpenClaw

. Skill **workspace  skills/ ** extensions

. ( Skill -py SKILL.md)

. OpenClaw Gateway openclaw gateway stop openclaw gateway start
10.2



10.3

. VM 31 )
. OpenClaw VM ( )
. VM

10.4 Device Code

Device Code 15

| device code

10.5

10.6 AzCopy 403 Access Denied

. Storage Blob Data Reader
. / Storage Blob Data Contributor
51
10.7 AzCopy
i https:// -blob.core.chinacloudapi.cn/

i https:// -blob.core.windows.net/ (



10.8 TTS

. SPEECH_KEY  SPEECH_REGION 45 )
. Speech B4 )

i https://chinanorth3._api.cognitive.azure.cn



	目录
	1. 声明与概述
	1.1 认证方式一览

	2. Skills 安装部署
	2.1 前置条件
	2.2 部署 Skills 到 OpenClaw Workspace
	步骤 1： 确认 OpenClaw Workspace 路径
	步骤 2： 复制 Skill 文件夹到 workspace 的 skills 目录
	步骤 3： 理解 Skill 文件结构

	2.3 重启 OpenClaw
	2.4 检查工具是否就绪
	2.5 Skill 功能概览

	3. 认证登录 — Azure 门户配置
	3.1 方式一： 启用托管标识 (推荐)
	步骤 1： 登录 Azure 中国云门户
	步骤 2： 找到运行 OpenClaw 的虚拟机
	步骤 3： 启用系统分配的托管标识
	步骤 4： 记录 Object ID

	3.2 方式二： Device Code 登录 (无需门户配置)
	3.3 方式三： 创建服务主体
	步骤 1： 进入应用注册
	步骤 2： 填写注册信息
	步骤 3： 记录应用信息
	步骤 4： 创建客户端密钥

	3.4 创建 TTS 语音资源
	步骤 1： 创建语音资源
	步骤 2： 填写资源信息
	步骤 3： 获取密钥和区域


	4. 认证登录 — 在 OpenClaw 中操作
	4.1 托管标识登录 (最简单)
	4.2 Device Code 登录
	第一步： 发起登录
	第二步： 在浏览器中完成登录
	第三步： 告诉 OpenClaw 登录完成

	4.3 服务主体登录
	设置 Azure CLI Skill 环境变量
	设置 AzCopy Skill 环境变量
	在 OpenClaw 中登录

	4.4 自动登录 (推荐)
	4.5 配置 TTS 环境变量

	5. 权限分配
	5.1 在门户中分配角色
	步骤 1： 进入目标资源
	步骤 2： 打开访问控制
	步骤 3： 选择角色
	步骤 4： 选择成员
	步骤 5： 完成分配

	5.2 使用 az CLI 分配角色
	5.3 权限报错处理

	6. AzCopy Skill 使用
	6.1 中国云存储地址格式
	6.2 登录 AzCopy
	6.3 列出 Blob
	6.4 上传文件
	6.5 下载文件
	6.6 同步目录
	6.7 删除 Blob
	6.8 使用 SAS Token 或 Account Key
	6.9 AzCopy 需要的角色

	7. Azure CLI Skill 使用
	7.1 登录 CLI
	7.2 查看订阅和资源
	7.3 虚拟机管理
	7.4 存储账号管理
	7.5 切换订阅
	7.6 执行自定义命令
	7.7 退出登录

	8. Azure TTS Skill 使用
	8.1 前置条件
	8.2 检查环境
	8.3 语音合成
	8.4 选择语音
	8.5 查看可用语音列表
	8.6 TTS 常见问题

	9. 安全建议
	9.1 认证方式选择
	9.2 最小权限原则
	9.3 服务主体密钥管理
	9.4 TTS 密钥管理
	9.5 网络安全

	10. 常见问题
	10.1 Skill 没有被 OpenClaw 识别
	10.2 登录后操作报权限不足
	10.3 托管标识登录失败
	10.4 Device Code 超时
	10.5 服务主体登录失败
	10.6 AzCopy 报 403 或 Access Denied
	10.7 AzCopy 地址错误
	10.8 TTS 合成失败


